
Hi! You don’t know me, but I know 
everything about you. Your favorite 
color, where you hang out on the 
weekends, your class schedule. And 

I know how upset you were when your parents 
grounded you last weekend. It wasn’t hard for me 
to learn all about you. Hey, you told me most of it 
while we were owning n00bs in Gears of War.

With 17 million gamers on Xbox Live, it’s 
not really surprising that you may end up 
connecting with someone who’s just a little 
too friendly. What’s more, the anonymity of 
online communication means people feel freer 
to say and do things on Live — including more 
aggressive things — that they would not do in the 
real world. With anonymity, fear of punishment 
is diminished. If you can’t be found, you can’t be 
hurt. And so MyIdeaOfFun goes from simple trash 
talk to following you from session to session, to 
sending you private messages telling you how 
bad you suck, to his friends contacting you just 
to spew hate. Before you know it, MyIdeaOfFun 
is Googling your name, studying your history at 
mygamercard.net, and starting a fl ame war while 
pretending to be you on a forum. Congrats — 
you’re being cyberstalked. It’s a nightmare, and 
sadly, it can actually happen. 

Nobody expects a heated exchange in a 
Live matchup will spiral so far out of control 
that you end up fearing for your life — and 
obviously, Microsoft doesn’t want it to. The Live 
Terms of Usage discourage behavior that may 
“defame, abuse, harass, stalk, threaten, or 
otherwise violate the legal rights […] or create 
a false identity for the purpose of misleading 
others.” If you’re being harassed, keep a 
record of everything, ask the user directly 
(and non-antagonistically) to stop, then block 
communications and fi le a complaint. 

That works for most situations…but some 
people will dig deeper and get personal, maybe 
even naming your family members and other 
personal details that they’ve researched. It’s 
not a joke, and that’s when you should contact 
your local law enforcement. Currently 46 states 
have some sort of stalking law and six of those 
have specifi c cyberstalking laws; a few federal 
laws cover some of the gaps, too. But many of 
the current state laws require the stalker to have 
made a credible threat of violence against the 
victim; you need to show proof that the stalker 
has the ability to carry out the threat. Bizarrely, 
you need to stalk MyIdeaOfFun to fi nd out his real 
name and location to get him to stop stalking 
you. Makes sense, right? 
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Besides being an Xbox community leader and 
a Microsoft MVP, Kiki Lewis has a master’s 
degree in forensic psychology, where she 
focused on cyber behaviors. You can read her 
writings at TheBlueSkittle.com and hear her 
podcast at breakingthegame.com.

CONFESSIONS OF AN 
XBOX LIVE STALKER

Where do you draw 
the line between 
being friendly and 
being a fool?
By Kiki Lewis

I personally don’t think it’s reasonable to 
ask someone to change their whole identity to 
stop a stalker. In some cases that’s impossible, 
especially when your email, forum name, and 
reputation are all based on a particular identity. 
But if you fear for your safety, often a complete 
reset is the only option. (On Live, it’s just 800 MS 
Points to change your Gamertag.) But that doesn’t 
always stop a stalker, and maybe they can fi nd 
a way to get your new identity. That’s when it’s 
important to consider taking legal action. 

The law gets blurry in a few places, too. In 
defense of free speech, the Electronic Frontier 
Foundation has called for vigorous protection of 

privacy rights on the Internet. Add that to a few 
anonymizing tools and you actually have the right 
to stalk and be stalked. 

This won’t happen to most gamers, but at the 
very least, you should be aware that it can. Watch 
what you say both ways — don’t give the people 
looking for a cruel hobby any more information 
than you should, and don’t let an online game 
get you so upset that you start making vengeful 
mistakes in the real world. Oh, and remember: 
On the Internet anyone can claim to be an expert 
on a particular subject and earn the reputation 
and trust of a whole community. I mean, you guys 
trust me…right?

THE GLOBAL GAMER: Xbox Live extends around the world, and so does cyberstalking. Both 
Australia and the United Kingdom have classifi ed it as a criminal offense.

 Nasty messages, rude voice mails, 
and having friends harass someone 
goes beyond “sore loser.” (Note: Dan, 
pictured right, is not a stalker.)

NOBODY EXPECTS 
A LIVE MATCHUP 
WILL END WITH 
YOU FEARING FOR 
YOUR LIFE.


